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(57) Abstract: A wireless LAN uses wireless communication servers and access points. When an access point is added to the wire- 
® less LAN, it sends a request to a master wireless communication server. The master wireless communication server indicates its 
Q presence and the application point can request a registration with a wireless communication server. The master wireless communi- 
^ cation server selects a specific wireless communication server to interact with the access point. The access point then tunnels data 
^ back and forth between the access point and the selected wireless communicaiton server. 
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Wireless Network System Software Protocol 

5 

Background of the Invention 

[0001] Wireless Local Area Networks (LANs) have become more and more 
popular. Typically, in a wireless LAN, wireless devices interact using wireless 

10 signals with access points connected to the LAN. The LAN forwards information 
from the wireless devices to additional elements in the system. The wireless LAN 
allows the wireless devices, such as a portable computer or other communication 
device, to roam around the office or home, interacting with the wireless LAN. 
[0002] It is desired to have an improved wireless LAN software protocol that 

15 improves the operation of a wireless LAN. 

Summary of the Invention 

[0003] The present invention comprises a software protocol for a wireless LAN 
system. When an access point is first connected to a wireless LAN, the access 

20 point sends a request to a master wireless communication server connected to the 
wireless LAN. The master wireless communication server assigns a selected 
wireless communication server from the group of wireless communication servers 
connected to the wireless LAN for that access point. Thereafter, communications 
are tunneled between the access point and the selected wireless communication 

25 server. 

[0004] This protocol allows the communications between the access points in the 
remainder of the wireless LAN to be spread among the wireless communication 
servers for the system. The access points, when connected to the wireless LAN, 
can automatically interact with the communication servers without requiring a 
30 technician to adjust the access point. 

[0005] Additional protocols include choosing which of the wireless 
communications servers is the master. In one embodiment, the first wireless 
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communication server connected to the wireless LAN calls itself the master and 
the protocol deals with any conflicts between wireless communication servers who 
consider themselves to be the master. Other protocols include a management 
protocol to allow the management of the wireless communication server . 

5 

Brief Description of the Drawing Figures 

[0006] Fig. 1 is a diagram illustrating a wireless LAN system. 

[0007] Fig. 2 is a diagram illustrating a wireless LAN system which shows the 

association of the access point with a wireless communication server connected to 
10 the wireless LAN. 

[0008] Fig. 3 is a diagram that illustrates the signaling for the selection of a 

wireless communication server to tunnel communications from an access point. 

[0009] Fig. 4 is a state diagram illustrating the possible access point states in the 

system of the present invention. 
15 [0010] Fig. 5 is a state diagram illustrating the states of the wireless 

communication servers that can be placed in for the system of the present 

invention. 

Detailed Description of the Invention 

[0011] Fig. 1 is a diagram of a wireless LAN system 20. In this wireless LAN 
20 system are shown access points (Mini-APs) 22 and 24. The Mini-AP 24 interacts 
with the wireless device 26. The wireless device 26 sends wireless signals to the 
Mini-AP 24. The Mini-AP 24 then sends a signal to a desired wireless 
communication server 28, 30 or 32. Details of the wireless communication server 
for use with the present invention is described within the parent application No. 
25 09/457,624, which is incorporated herein by reference. As described in that 
application, die access points 24 and 22 are called Mini-APs because they are 
reduced functionality access points. 
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[0012] Fig. 2 is a diagram that illustrates the wireless LAN system 34. In the 
wireless LAN system 34, the access points 36, 40, 38 and 42 interact with the 
master wireless communication server 44. The master wireless communication 
server indicates which of the wireless communication servers, connected to the 
5 wireless LAN 34 are to be used for each of the access points. For example, the 
access point 36 is assigned the wireless communication server 44. Access point 38 
is assigned the wireless communication server 44. Access point 40 is assigned the 
wireless communication server 46. Access point 42 is assigned the wireless 
communication server 48. Communications between the access points and the 

10 wireless communication server is preferably done by tunneling. The tunneling 
method allows the data to be encapsulated using a general LAN protocol (like 
TCP/IP or UDP/DP) not proprietary to the access points. For example, the data 
between the station and an access point, such as the data between station 50 and 
the access point 38 is encapsulated at the access point 38, then sent to the wireless 

15 communication server 44. The other elements on the wireless LAN, such as the 
router 52 and bridge 54 don't need to know the details of the communication 
between the station 50 and the access point 38 to forward the packet. The 
encapsulated data is preferably an IP packet, using the wireless communication 
server 44 address as the destination address and the application point 38 address as 

20 the sendor address. The wireless communication server 44 strips away the 

encapsulation and interprets the data to be sent onto other elements in the wireless 
LAN or beyond. For example, if the data from station 50 is a communication to 
be sent to station 56, access point 38 encapsulates the data and sends it to the 
wireless communication server 44. Wireless communication server 44 directs the 

25 data to the access point 36, which then sends it the station 56. Note that the 
tunneling allows much of the intelligence of the network to be located in the 
wireless communication servers, the access points can blindly transfer data to the 
specific wireless communication server, without needing to know the actual 
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location of the eventual destinations. Furthermore, data coming into the wireless 
LAN, for example for station 50, is sent to the wireless communication server 
associated with the access point for the station. 

[0013] Fig. 3A illustrates the communication system of the present invention. 
5 In step 1, the access point sends a request looking for the master wireless 
communication server onto the wireless LAN. In step 2, the master wireless 
communication server responds to the access point. In step 3, the access point 
sends a registration request to the master wireless communication server. In step 
4, the master wireless communication server accepts the registration. In step 5, 

10 the master wireless communication server sends the updated access point list to the 
slave wireless communication server. The slave wireless communication server 
being all wireless communication servers on the wireless LAN, other than the 
master wireless communication server. In step 6, if the access point is a new 
access point, the master sends out an application point configuration change signal 

15 to the slave wireless communication server. In step 7, the wireless communication 
server associated with the application point sends a registration granted message to 
the application point. In step 8, the wireless communication server and application 
point can interact through tunneling. 

[0014] Fig. 3B is a flow chart that illustrates the operation of the system of the 
20 present invention. In step 60, the master wireless communication server is 
selected. In step 62, the access point is registered to a selected wireless 
communication server. In step 64, the tunneling communication between the 
access points tunnels data to the wireless communication server. 
[0015] Fig. 4 illustrates a state diagram for an access point. The access point 
25 begins in the start-up state 66. The access point sends out a request onto the LAN 
looking for the master wireless communication server. If it receives an indication 
of the wireless communication server, the system will send a request for the 
associated wireless communication server, then go into state 68, to waiting for the 
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registration request. If the signal sent for the master wireless communication 
server has not responded, depending upon whether the dependency (dependent or 
independent), the access point is sent to the non-functional or stand alone mode. 
From the waiting for registration mode 68, the access point can go into the 
5 tunneling mode 74, in which the communications are set between the access point 
and the associated wireless communication server. Once communications are 
finished, the system will move back to the stand alone 72 or non-functional mode 
70, depending on the dependency which is set for the system. 
[0016] Fig. 5 illustrates a state machine for the wireless communication server. 
10 In this example, the system begins in starting mode 80. The other modes shown 
are the wait mode, in which the system waits to determine whether to go over to 
the master or slave mode. For example, master mode is mode 84, slave mode is 
mode 86. 

[0017] Typically, the wireless communication server that comes up first will be 
15 the master. Conflicts are resolved if there are two or more masters. In step 1, 
after start-up, the wireless communications server will enter the state start-up 66 
after randomly initializing the timer between 1 and 30 seconds. The wireless 
communication server will broadcast a master wireless communication server 
request, set a time-out, and wait for response. The wireless communication server 
20 will become a slave if it receives any wireless communication server response 

before the time-out. In step 4, the wireless communication server will become a 
master if it doesn't receive any wireless communication server response before the 
time-out. The master wireless communication server will broadcast its status 
using a wireless communication server response packet every 30 seconds. If the 
25 master wireless communication server receives any request, it will broadcast a 

master wireless communication server response immediately and re-set the timer to 
30 seconds. The slave will set the timer to 35 seconds, whenever it hears the 
status update from the master. If it times-out, the master must be gone, so it 
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enters the start state 66 to compete for the master state 70. If there are two or 
more masters, then a master wireless communication server invalid packet is used 
to re-set the state for all the masters and start the competition over again. The 
slaves won't participate in the computation of the master role after receiving a 
5 master wireless communication invalid packet. Only conflicting masters will 
compete for the real master role. In step 8, the time-out of the slave, the 35 
seconds, is a little bit longer than the time-out of the master 30 seconds, in case 
there's a delay, while the master broadcasts its status. 

[0018] The architecture is designed to centralize the filtering authorization and 
10 network management functionality in the wireless communication server from 

multiple application servers. It's designed to allow access points to be deployed in 
more than one router segment, while still supporting roaming around the access 
points. In order to achieve the goals, the data going to and from the wireless 
devices are sent through the wireless communication server. This is done through 
15 data tunneling or encapsulation. In one embodiment, the encapsulation or 

tunneling is done using UDP/IP to send the signals along the wireless LAN. Both 
the access points and the wireless communication servers preferably implement 
fragmentation to break down to long data. 

[0019] In the preferred embodiment, the wireless communication servers also 
20 implement a management protocol for controlling the system remotely. 

[0020] Appendix A contains details of one embodiment of a wireless 

communication server access point software protocol. 

[0021] It will be appreciated by those of ordinary skill in the art that the 

invention can be implemented in other specific forms without departing from the 
25 spirit or character thereof. The presently disclosed embodiments are therefore 

considered in all respects to be illustrative and not restrictive. The scope of the 

invention is illustrated by the appended claims rather than the foregoing 
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description, and all changes that come within the meaning and range of equivalents 
thereof are intended to be embraced herein. 

Scope of the Invention 

5 [0022] It will be appreciated by those of ordinary skill in the art that the 

invention can be implemented in other specific forms without departing from the 
spirit or character thereof. The presently disclosed embodiments are therefore 
considered in all respects to be illustrative and not restrictive. The scope of the 
invention is illustrated by the appended claims rather than the foregoing 

10 description, and all changes that come within the meaning and range of equivalents 
thereof are intended to be embraced herein. 
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WFf AT TS rT^ATMED ISt 

1 . A method comprising: 

in an access-point, sending a registration request to master wireless 
5 communication server of the wireless communication servers connected to a 
wireless LAN; 

in the master wireless communication server, assigning a selected 
wireless communication server from the wireless communication servers connected 
to a wireless LAN for the access-point; and 
10 tunneling data communications between the access point and the selected 

wireless communication server. 

2. The method of Claim 1 wherein the tunneling between the access 
point and the selected wireless communication server is implemented by 

15 encapsulating the first communication packet into a communication packet directed 
to the selected wireless communication server. 

3 . The method of Claim 1 wherein the wireless communication 
server stores status information. 

20 

4. The method of Claim 3 wherein the status information includes an 
access point list indicating the associations between the access points and the 
wireless communication servers. 

25 5. The method of Claim 1 wherein after a selected wireless 

communication server is assigned to an access point, the selected wireless 
communication server sends a message to the access point indicating that the 
registration for the access point is granted. 
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6. The method of Claim 1 further comprising in the wireless 
communication server, connected to the wireless LAN, selecting a master wireless 
communication server from the wireless communication servers connected to the 
LAN. 

5 

7. The method of Claim 1 wherein the wireless communication 
server implements a management protocol. 

8. A method comprising: 

10 automatically selecting a master wireless communication server from the 

wireless communication servers connected to a wireless LAN; 

after connecting an access point to the wireless LAN, automatically 
registering the access point with the master wireless communication server; 

15 9. The method of Claim 8 wherein the tunneling of data 

communications between the access point and the selected wireless communication 
server comprises encapsulating a first type of packet into a second type of packet, 
the second type of packet being addressed to the wireless communication server. 

20 10; The method of Claim 8 wherein the wireless communication 

server contains status information for the system. 



25 



1 1 . The method of Claim 10 wherein the wireless communication 
servers store an access point list showing the association between access points and 
wireless communication servers. 
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12. The method of Claim 8 wherein the selected wireless 
communication server sends a signal to the access point indicating the registration 
of the access point to that selected wireless communication server. 

5 13 . The method of Claim 8 further comprising a step of selecting a 

wireless communication server from the wireless communication servers connected 
to the wireless LAN. 

14. The method of Claim 8 wherein the wireless communication 
10 server implements a management protocol. 

15 . The method of Claim 8 wherein the wireless communication 
server implements a management protocol. 
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1 . AP sends MWCS_REQ looking for a master 
WCS. 

2. Master WCS responds. 

3. AP sends a registration request 

4. Master WCS accepts registration. > 

5. Master WCS sends new AP list to slave ' 
WCSs. 

6. If this is a new Mini-AP the master sends 
AP_CONFIG_CHANGE to slave WCSs. 

7. Partnered WCS sends REGISJ3RANT 
message to the Mini-AP. 

8. WCS and AP start talking 
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FIG. 3B 
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Figure 5-1 State Machine for Master WCS Resolution Protocol (Event/Actions) 

FIG. 5 



